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Getting 
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What’s it all about?
In just a few decades the internet 
has changed the world. It’s now 
hard to remember life before email, 
handheld devices and Netflix.

The business world has changed beyond 
recognition too: supermarkets, taxis, travel 
agents and newspapers are just some  
sectors feeling the pressure as everything 
moves online.

For firms that want to compete in this age 
of relentless disruption, security should be 
as much of a priority as profit. Not only 
can a cyber-attack grind business to a 

halt (impacting customers and profits), but 
there are punitive fines if data hasn’t been 
safeguarded properly. Despite this, over a 
third of UK businesses – 35% – admit they 
changed nothing following a security incident 
in the previous 12 months. Staggering, right?

In the hope of changing attitudes, we’ve 
compiled this guide to make sure  
businesses like yours aren’t just aware of 
the risks, but also the obligations – and the 
solutions available to stay secure and, of 
course, profitable.

“IDC believes that security will, and 
should, remain a key investment area for 
all companies, including SMEs, as the 
digital-centric nature of modern business 
grows – and attracts more people with 
criminal intentions.” 

They said:

IDC EMEA DX in UK SMEs Survey, 2017 (n=300, all participants)
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Know the lingo
Access control
Setting limits on who can use  
a computer or online service.

Bring Your Own  
Device (BYOD)
The authorised use of a  
personal device, such as  
a tablet, in the workplace.

Compliance
Adhering to the rules and 
standards of a regulatory body.

DMZ
The segment of a network where 
servers accessed by less trusted 
users are kept and isolated.

Encryption
The transformation of data to  
hide its information content.

Firewall
Hardware or software that 
prevents unauthorised access  
to a computer or network.

Graduated security
A system providing various  
levels of protection, from  
basic to advanced.

Hacker
Someone who violates  
computer security.

Intrusion Detection  
System (IDS)
Program or device used to  
detect that an attacker is or  
has attempted unauthorised 
access to computer resources.

Keyboard logger
A virus or device that logs 
keystrokes to record private 
information like passwords.

Local Area  
Network (LAN)
Secured communications network 
linking multiple computers within  
a defined location such as an 
office building.

Malware
Software intended to infiltrate  
and damage or disable  
computers. Shortened form  
of malicious software.

Network firewall
Device that controls traffic  
to and from a network.

Outside threat
An external party that poses  
a risk to an organisation and  
its assets.

Phishing
Obtaining confidential information 
illegally, often using an official-
looking email to trick respondents 
into replying.

Risk assessment
The process of identifying, 
analysing and evaluating risk.

Screen scraper
A virus or physical device that  
logs information sent to a visual 
display to capture private or 
personal information. 

Threat actor
A person who performs a cyber-
attack or causes an accident.

Unauthorised access
Access that violates  
security policy.

Vulnerability
A flaw or weakness that can  
be used to attack a system  
or organisation.

Worm
Malware that replicates itself  
so it can spread to infiltrate  
other computers.

Zip
A compressed file that should 
only be opened once it has been 
confirmed free of malware.

An A-Z of security
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Security and you
At first glance, SMEs appear to 
be giving security the attention it 
deserves. A recent IDC whitepaper, 
The Road to the Digital Future  
of SMEs, found that 98% are 
starting to invest or planning  
to invest in security.

But is all as it seems?
Worryingly, Hiscox Cyber Readiness 
Report 2017 found some 57% of businesses 
experienced a cyber-attack in the last year. 
The cost to SMEs affected is £34bn annually, 
and yet 18% of firms targeted don’t even 
know how many incidents they’ve had.

It’s easy for small business owners to think 
cyber-attacks only impact larger firms, but 
Hiscox’s research shows smaller companies 
are hit even harder when a breach occurs. 
The fact that only 47% of small firms say 
practising crisis communications response 
(a PR campaign to protect and defend an 
organisation’s reputation) is a critical or 
high priority, compared to 62% of larger 
companies, is also telling.

While SMEs have a general awareness 
of security, there is clearly room for 
improvement. In fact, with a major  
legislative change just around the corner, 
now’s as good a time as any to secure  
your business.

“As the importance of digital technology 
grows, the more critical the role of the 
network and connectivity becomes. 
Speed, security and scalability will be 
essential to cope with growing business 
requirements and enable SMEs to 
stay nimble, flexible and close to the 
customer and market.” 

They said:

The Hiscox Cyber Readiness Report 2017
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Introducing GDPR
The General Data Protection 
Regulation (GDPR) comes into effect 
in May 2018. This has far-reaching 
consequences for SMEs holding 
customer data. For example, if a 
breach occurs and a company’s 
security is found lacking, fines of up 
to £17.5m can be imposed. That’s 
enough to cripple most SMEs.

Given the extent of GDPR penalties,  
the IDC whitepaper found SMEs were 
surprisingly unaware of the regulation.  
Only 13% felt they were ready for GDPR,  
and a further 21% thought it wouldn’t  
apply to them, with the rest varying their 
level of readiness.

GDPR requirements include a resilient 
network, extensive documentation, and 
robust incident response and business 
continuity processes. So, all SMEs should  
be thinking not only about where their  
data is stored, but about improving their 
security culture more generally, to comply 
and avoid hefty fines.

“2017 has been a challenging year 
so far in terms of cyber-security – 
there have already been two major 
global ransomware attacks, plus 
multiple hacking attacks. Although 
the estimates of damages vary widely, 
there is a consensus among security 
vendors that ransomware damages 
could be between £1 billion and £4 
billion in 2017.”

They said:

IDC EMEA DX in UK SMEs Survey, 2017

******
Password
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The stakes are high
So, what are the threats you and 
your businesses could actually face?

According to Action Fraud, there are at 
least 30 kinds of online fraud, many of which 
can affect SMEs. Most cyber-attacks occur 
because of weaknesses in IT systems and 
software. It’s important to remember these 
can be left open to exploitation by accident, 
negligence or malicious behaviour.

The precise form of a cyber-attack can vary 
widely. It could be a remote assault on IT 
systems or a website. Or the attack could be 
on data held in third-party systems, such as 
hosted services or a company bank account. 
Employees who haven’t been sufficiently 
schooled in the importance of security are 
another way for a third-party to compromise 
your business. Essentially, make sure your 
staff are security savvy.

“What is directly at risk? Your money, 
your information, your reputation, your  
IT equipment and your IT-based 
services…There is a risk to your IT 
services and information wherever they 
are stored, whether held on your own 
systems and devices, or on third-party 
hosted systems (i.e. ‘in the cloud’).” 

They said:

Small Businesses: What you need  
to know about cyber security (PDF)
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It pays to be secure
Of course, there are costs involved 
with securing your business. 
However, the level of spend is likely 
to be far below the cost of a breach, 
which impacts business, reputation 
and customers.

In fact, the true price of a cyber-attack 
is more than just financial, which is why 
protecting your business is essential.  

After all, to earn and retain the trust of  
your customers, it’s only right their data 
should be treated with respect. Fail to do 
so, and that trust will be lost – and miffed 
customers will think nothing of taking their 
business elsewhere.

Don’t forget that data is hugely valuable 
as it can give businesses the edge over 
competitors. To beat the competition  
and maintain access to such data, it  
has to be protected.

“Results show that smaller businesses 
share the same strategic imperatives 
and digital future mindset as larger 
enterprises: they understand that 
investing in the most up-to-date ICT  
gives a competitive advantage and  
that first-rate connectivity is key in a 
world shaped by cloud and wireless/
mobile technologies.” 

They said:

IDC EMEA DX in UK SMEs Survey, 2017
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How to keep your 
business safe
We help businesses of all  
sizes protect themselves 
digitally. A few affordable 
safeguards can bolster your 
digital defences.

Our security options are constantly  
updated and will detect and stop  
threats before you’re lumbered with  
a big problem (and a big bill).

Controlled access to your network  
from anywhere on the internet
A Secure Remote VPN Access (also 
sometimes referred to as an internet  
VPN) provides a secure, private  
connection between two devices. It’s  
the ideal way to extend your private  
network across the internet to a remote  
site or branch office or to provide staff, 
partners or suppliers with secure and 
controlled access to information or 
applications located on your network. 

No matter how sensitive your data,  
Secure Remote VPN Access can solve  
most potential security issues through  
a combination of encryption and  
tunnelling functions. 

An uncontended, resilient,  
symmetrical connection
Choose leased line access for  
broadband you don’t have to share with 
anyone else. Because it’s symmetrical, 
you get the same upload and download 
speeds; something that broadband 
simply doesn’t offer. 

In a world of virtual working, video  
and cloud, that’s a must-have.

A managed firewall 
Firewalls keep online nasties out of 
your business and protect your valuable 
network resources and data. As well as 
banning clear threats, a firewall gives 
you visibility and control of the sites and 
apps you need and those you want to 
avoid.

Establishing security can be a formidable 
and complex task. Choose a managed 
firewall and you can hand over it over to 
the experts.

YOUR GUIDE TO SECURITY
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Top tips
Keep up with downloads
It’s important to keep software 
and apps up-to-date; they contain 
security upgrades essential for 
keeping devices and data safe. 

Using the most current web 
browser is a good place to start. 
WhatBrowser is a handy website 
that confirms the browser you’re 
using and offers the latest versions 
to download.

Ponder your password
The strongest passwords are made 
up of at least three random words 
using lower and upper case letters. 
Adding numbers and symbols 
makes them even stronger. 

Never use the same password 
for multiple accounts and avoid 
obvious terms such as your 
partner, child or pet’s name, 
your place of birth, a holiday 
destination or anything to do with 
sports teams. 

Delete or die
According to Action Fraud, there 
are at least 30 kinds of online 
fraud. Most cyber-attacks happen 
because of weaknesses in IT 
systems and software. 

You can significantly reduce 
the chance of an attack by 
encouraging your employees 
to delete suspicious emails 
immediately. This means they 
won’t be clicked open, as they 
often contain fraudulent requests 
for information or links to viruses. 
Attachments ending .exe should 
set alarm bells ringing.

Be pro anti-viral
Business-owned computers, 
tablets, smartphones and devices 
are at risk of being infected by 
viruses or malware. It’s essential 
you protect your business from 
these chaos-causing gremlins by 
using anti-virus software. 

Cyber Essentials is a reasonably 
priced government-backed, 
industry-supported scheme to help 
organisations protect themselves 
against cyber-attacks and is well 
worth checking out.

Train your staff
Not only should all your staff be 
aware of threats to cyber-security 
– but also how to deal with them. 
The government’s produced a 
range of free e-learning courses 
to improve their understanding of 
threats posed by viruses, online 
fraud and more. ‘Responsible 
for Information ‘ for SMEs takes 
around an hour to complete.

YOUR GUIDE TO SECURITY
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How Approved  
Food Stay Safe

Discount food retailer, Approved 
Food, is a challenger brand to the 
likes of Tesco and Sainsbury’s. 

It sells clearance goods that are nearing their 
sell-by date, but are still perfectly fine to eat. 
For founder, Dan Cluderay, it’s been a roller-
coaster ride from market stall to a sprawling 
warehouse in Sheffield, from which orders 
are shipped all over the UK and Europe. 
Dan makes no secret of how Virgin Media 
Business helped him unleash his business.

Dan says, “We rely on technology to maintain 
and scale, as well as ensuring we have 
security, resilience and backup wrapped 
around our operation.”

The key to Approved Foods’ digital 
transformation was moving operations to the 
cloud, where security, backup and database 
space are no longer hampered by the original 
server. In fact, data is far safer on the cloud 
than in a server room, and disaster recovery 
is simpler. Operating securely on the cloud 
has transformed Approved Food, which now 
ships around 10 million items every year.

“All SMEs should focus on improving 
their customers’ digital experience.  
For example, if small businesses are  
difficult to find online they are limiting 
their audience and thus growth.” 

They said:

IDC EMEA DX in UK SMEs Survey, 2017
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Security by numbers

Cyber-crime incidents 
recorded in the UK in 2016  
according to the ONS.

SMEs that feel ready  
for GDPR

Firms targeted by cyber-
criminals that don’t know 
how many incidents they 
have had.

The maximum amount  
SMEs could be fined  
under GDPR.

The annual cost of  
cyber-crime to SMEs.

UK business that did  
nothing in the 12 months  
after a security breach.

SMEs that say practising 
their crisis communications 
response is a high priority  
– compared to 62% of  
larger firms.

Businesses that have 
suffered a cyber-attack  
in the last year.

Brits that have double  
locks – but only 32% follow 
Government advice to use  
three random words for  
the strongest password.

SMEs that are starting  
to invest or are planning  
to invest in digital security.

“To IDC, the relatively low level 
of employee training is also 
indicative of under-investment 
in ICT: training should be part 
and parcel of any comprehensive 
digital strategy. This is especially 
the case in a world in which 
business intelligence and security 
are vital elements of the 24/7, 
borderless small enterprise  
of the future.” 

They said:

IDC EMEA DX in UK SMEs Survey, 2017
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Ready to  
get secure?
Head over to: 
virginmediabusiness.co.uk/applications/security 
or chat to one of our experts on: 

0808 231 7013 

We’ve worked hard to ensure that the information in this document is correct and fairly stated. We can’t, however, accept liability for any error or omission. 
Our products and services are under continuous development, so the information published here may not be up to date. It’s important that you check the 
current position with your local Virgin Media Business office. This document is not part of a contract or license unless expressly agreed in writing.

Virgin Media Business, Media House, Bartley Wood Business Park, Hook, Hampshire RG27 9UP

VMB0945-0907


